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Koa u knacc I10

Knacc 02.07* - CepsepHoe 1 caasyloLiee nporpammHoe obecrneyeHune

Kop OKMA22-58.29.12.000 O6ecrnieyeHune nporpaMMHOE CETEBOE Ha 3NEKTPOHHOM HocUTene

1 Knaccbl MO yTBepaeHbl MrMHKoMcBA3bIO Poccum npukasom ot 01.04.2016 Ne 134 (3apernctpuposaH 8 MuHtocTe
Poccumn 24 man 2016 r. noa Homepom 42246)
2 CornacHo obLiepoccuiickomy KnaccudukaTopbl NPOAYKLMM NO BUAAM SKOHOMUYECKOMN aeaTenbHocT OK 034-
2014 (KMNEC 2008)
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ABTOpCKHE MpaBa

MpaBoobnagaTenem UCKAOMUTENIbHOTO NpaBa Ha nporpammHoe obecneveHmne ERNet Enterprise
asnaetca AO «9P-TEJIEKOM XONAUHI» (OFPH: 1065902028620).

CBnaetTenbCcTBO O perncTpaummn nporpammsl ana 3BM Ne2022662918.
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JIUCT 3aperucTpUpoOBaHHBIX U3MEHEHU U
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[IpuHSATBIE COKpaLLeHU A

A66peBuarypa Pacwundpposka MNepeBop,
Activation By
ABP A
Personalization KTMBALUMA METOAO0M NepCcoHaAN3aLnm
ADR Adaptive Data Rate ApanTMBHaA CKOPOCTb Nepesayn
OAHHbIX
AP| Application programming MporpamMmmHbIn nHTepdelic
interface NPUNOXKEHUSA
AppKey Application Key MOCTOAHHbIN KOPHEBOW KtOY
AppSKey Application Session Key CeCCUOHHbIM KNtoY NPUNOKEHUA
AS Application Server CepBep NpUNOKEHWNN
CpP Connectivity Plan MnaH nogknoyeHnA
CPU Central Processing Unit LleHTpanbHbIN npoueccop
csy Comma-Separated Values dopmart Tabnnupbl ¢ pasgeneHmem
3anAaTbIMK
DC Duty Cycle MpoueHT BpeN\el-lm 3aHATMA adunpa
YCTPOMCTBOM
DevAddr Device Address Agpec ycTpoicTea
Device Extended Unique .
DevEUI Identifier YHUKaNbHbIA MaeHTUOUKATOP AaTUMKa
DL Downlink CoobLeHMe OT CeETU K YCTPOMNCTBY
ESP Estimated Signal Power OueHoYHaA MOWHOCTb CUTHaNa
ETS| European Telecommunications EBponencKkuit MHCTUTYT TeIEKOM-
Standards Institute CTaHAAPTM3aLUK
FPGA Field-Programmable Gate Array porpammupyeman nonb3osarenem
BeHTUNbHasa maTtpuua (MNNUC)
GNSS Global Navigation Satellite nobanbHaa cnyTHWUKOBAsA CMCTEMA
System Hasurauumn (GPS n FMTOHACC)
GUI Graphic User Interface Fpaduueckuit nnepdeic
nonb3osaTena
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A66peBuarypa PacwundposKa MNepeBop,
ID Identifier NpaeHTndumkatop
IMEI International Mobile Equipment MeayHapoaHbIn naeHTMPUKaTop
Identity obopyaoBaHUA MOBUILHOM CBA3M
IMSI International Mobile Subscriber MeayHapoaHbIn naeHTUPUKaTop
Identity aboHeHTa MObUAbHOM CBA3K
loT Internet of Things NHTepHeT Belleln
IP Internet Protocol UHTepHeT [NpoToKOoN
JoinEUI JoinServer Extended Unique YHUKanbHbIN naeHTUdUKatop Join-
Identifier cepsepa
JSON JavaScript Object Notation q:c)sgn;aTHoHi,:Aﬁe:z ﬁig:zlr’;/\pl:'
LoRaWAN Long Range Wide Area Network CeTb ganbHero aencremnsa
LPWAN Low Power Wide Area Network CeTb Masio MOLLLHOCTH
MAC Media Access Control KOHTpOAb gocTyna K meana-ypoBHIO
NetID Network Identifier MAeHTUPUKATOP ceTn
NS Network Server CeTeBoW cepBep
NTP Network Time Protocol CeTeBOWM NPOTOKON CUHXPOHWU3ALUK
BHYTPEHHMX YacoB
NW Network Cetb
NwkSKey Network Session Key CeTeBOWM CECCUMOHHDbIM KoY
OTAA Over The Air Activation AkTnBayma no paguo (becnposogHas)
PER Packet Error Rate MpoLeHT OWNBOYHbIX NaKeTOB
RAM Random Access Memory OnepatueHaa NamaTb
RF Radio Frequency YacToTa pagmocurHana
RSSI Received Signal Strength NHAMKaTOp YPOBHA NPUHATOrO cMrana
Indicator
SF Spreading Factor KoaddpuumeHT pacumpeHms
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A66peBuarypa PacwundposKa MNepeBop,
SMP System Management Platform Mnatdopma ynpasaeHUs CUCTEMON
SNMP Simple Network Management MpocToi NPOTOKOA yNpaB/eHUA CETbIO
Protocol
SNR Signal to Noise Ratio OTHOLEHNI curHan/wym
SSH Secure SHell MpuKnagHoOM NPOTOKON yNpaBaeHUA
UDR Usage Detail Record 3anucb aetanen UCnosib3oBaHUA
UL Uplink CoobueHKne oT ycTpoicTBa K ceTn
URL Universal Resource Locator Appec pecypca B ceTu Internet
VM Virtual Machine BupTyanbHas mawunHa
VPN Virtual Private Network BupTyanbHaa yacTHaA ceTb
WiFi Wireless Fidelity CtaHpapT 6ecnpoBogHOW CBA3U
WS Web Service UHTepHeT cepBuc
XML eXtensible Markup Language Pacwumnpaemblt A3bIK pa3sMeTKN
BC ba3oBaAa cTaHUMA
no MporpammHoe obecneyeHune
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BBejenue

B paHHOM [OOKyMeHTe MpuUBEAEHO OnucaHWe nporpammHoro obecnevenua (MO)
cepBepHolii nnatpopmbl  (cepBepa ynpaBneHua) cetbto LPWAN craHgapta LoRaWAN,
pa3paboTtaHHoro AO «3P-Tenekom XONANHT».

MpoayKkT ERNet Enterprise co3aaH gna noctpoeHua "nokanbHbix" ceter LoRaWAN Ha
YPOBHE OAHOro npeanpuatna/opraHnsaumm/HaceneHHoro nyHKta. [Jna MNocTpoeHusa cetu
b6onblwero macwraba cnegyet MCNONb30BATb PACLUMPEHHYO BEPCUIO NPoAyKTa KomnaHum AO
«3IP-Tenekom XonguHr».

[lOKyMeHT npeaHasHauveH Ans Nonb3osaTenei cepsepHoi naathpopmbl M pa3paboTinMKoB

CMEXKHbIX YCTPOMCTB M NPUIOMKEHUA.
3apaun, pelleHne KoTopbix obecneynBaeT cepBep ynpaB/ieHua:

1. BbInonHseT ynpaBneHne abOHEHTCKMMU YCTPOMCTBamMM M 6a30BbIMM CTAaHLMAMM Ha
ceteBom yposHe LoORaWAN;

2. ObecneuymBaeT Noab30BaTENO AOCTYMN K MHCTPYMEHTaM ynpaBieHUA abOHEHTCKMMM
YCTPOMCTBaMM, MapLLpyTM3aLmMelt AaHHbIX OT aBOHEHTCKOro YCTPOMCTBA K cepBepam
NPUIOXKEHUN U NPOCMOTP COOBLWEHNI K/OT abBOHEHTCKUX YCTPOWMCTB B peasbHOM
BpeMeHMU;

3. Ob6ecneuymBaeT NONb30BATENID AOCTYN K WMHCTPYMEHTaM ynpaBneHue 6a3oBbiMU
CTAaHLMAMMU U UX MOHUTOPUHTA;
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0630p cetu LoRaWAN

CeTtb LoRaWAN cocTtouT 13 cneayroumx 3/1IEMEHTOB: abOHEHTCKUE ycTpolicTBa, 6asoBble
CTaHUMK (LW03bl), CETEBOM CEPBEP M CepBepbl NpunoxKeHui (Puc.1):

=
we) LORa

Cepeepbi
NPUNOXEHUA

ERNet Enterprise

=R o

UHTepgeiic nons3osarens

Puc.1 Apxumexkmypa cemu LoRaWAN

AGOHeHTCKHE yCTPOMCTBA

O6obuwatowiee HaMMeHOBaHWE ANA CEHCOPOB, AATYMKOB, CYETYMKOB, AKTYaTOPOB U
paguomopyneit 1oT, ycTaHAaBAMBAEMbIX HA CTOPOHE MONb30BaTens. A/IbTEepPHATUBHbIE
HaMMEHOBAHMA: AATYMK, TEPMUHAA, AIDOHEHTCKUI TEPMUHA/, OKOHEYHOE YCcTpoKcTBo. CTaHAapT
LoRaWAN onpegensaeT Tpu Knacca TepMuHanos (Taba. 1).

Tabauua 1. Knaccel mepmuHanos LoRaWAN

Kuaacce

ycTpoiicTBa Pe:xnm padoThI

Ceanc cBs3u WHUOUHUPYET TCPMHUHAJL. OcHoBHast 3a1a4a — rnepeaaBaTb JaHHBIC OT YCTpoﬁCTBa
K CCTH, IPUEM JAHHBIX BO3MOXKCH TOJIBKO Cpa3y IMOCJC nepeaain (TepMI/IHaJ'I OTKPBIBACT ABa
A «OKHa» aneMa). TepMI/IHaJ'IBI Knacca A MPUMCHSAOTCSA B MPUJIOKCHUAX, TAC [TIE€pEaavda JaHHBIX
OT CCTH BO3MOJXHA TOJIBKO KaK OTBCTHAsA PCaKIHA Ha NOIYYCHUC NAHHBIX OT KOHEYHOTO
YCTpoﬁCTBa u Ipe6yeTc51 MaKCHUMAaJIbHOC BpEMs pa6OTH OT aBTOHOMHOTI'O UICTOYHHKA ITUTAaHUA

11
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Kiaacce

ycTpoiicTBa Pexxum pa6oThl

B nomosHeHHe K BO3MOXKHOCTSAM Kiacca A TIOSIBISIETCS BO3MOXKHOCTH 10 PaCIHHCaHHUIO
MPUHUAMATH TAHHBIC OT CETH, T.C. CEAHC CBSA3M MOXET ObITh MHHUIMUPOBAH KaK yCTPOHCTBOM,
TaK ¥ ceThio. TepMUHAJBI KJacca B HCIONb3yIoTCs B Cllyyasx, KOraa MPHeM JaHHbBIX OT CETH
TpebyeTcs, HO He MOMEHTAIIBHO, a I10 HA3HAUCHHOMY 3apaHee PacHHCaHHIO (HalpuMep, pas B
32 ¢), yeM mocTturaercsi OanaHC MEXAY CKOPOCTBIO PEaKIMH YCTPOICTBAa Ha BHELIHIOKO
KOMaHJIy 1 €ro SHEepronotpedIeHneM

YerpoiictBa kimacca C TOCTOSIHHO TOTOBBI IPUHUMATH JIAHHBIE OT CETH, IPUEM ITPEKpaIaeTcs
TOJIBKO BO BpeMsl Mepe/iaun JaHHBIX CaMHUM YCTpOoHcTBOM. Takum 00pa3om, ceaHc CBsI3H, Kak
U JUIsl yCTPOKMCTB Kitacca B, MokeT ObITh MHUIIMMPOBAH M YCTPOWCTBOM, H CE€ThI0. TepMHHAIIBI
kiacca C IpUMEHSIOTCS B IPUIOKEHHUSX, I/ie ObICTPOTA PEeaKIMy Ha KOMaHIy, OJTY4YeHHYIO
OT CETH, BaKHEE DKOHOMHUH DJIEKTPOIUTAHMS, a TAKKe B TEX CIIydasx, KOTJa YCTPOHCTBY
Heo0xoanMo nony4arts uepe3 |0T-ceTh Oonbline 00beMbl JaHHBIX

baszoBag cTaHIus

BbinonHAeT YHKUMM CONPSXKEHUS UM B3aMMOLENCTBUA PaAMOCETU C abBOHEHTCKMM
YCTPOMCTBOM M KOHLLEHTPALMM Harpy3Ku ¢ rpynnbl ycTpoicTs. COBOKYNHOCTb 6a30BbiX CTaHU MM
onepaTtopa obecneymBaeT TEPPUTOPUIO PAANONOKPLITUA CETU U NPO3PaYHYIO ABYHANPaBAEHHYO
nepegavyy AaHHbIX MeXAy KOHEYHbIMM YCTPOMCTBAMM U CETEBbIM CepBepOM. ANbTepHaTUBHOE
HaMMeHOBaHWE — LWAIO3.

CeTeBoM cepBep

MporpamMmHO-annapaTHbIA KOMMAEKC, YNPaBAAKOLWMIA PajMOCeTblo, KOHTPOAUPYIOLMIA
PaAnoCeTb ¥ BbINONHAIOLLMIA MAPLLPYTU3ALIMIO NAKETOB AAHHbIX OT abOHEHTCKUX TEPMUHANOB A0
COOTBETCTBYIOLLMX CEPBEPOB MPUIOXKEHUIA.

YnpasneHue paguocetbto. CeteBoit cepBep cetn LoRaWAN Bbibupaet BC ana nepegayum
coobueHnit B HanpasneHun «BHU3» (downlink), npuHMMaeT peweHUs o HeobxoAMMOCTU
U3MEHEeHMA CKOPOCTM Nnepefayn AaHHbIX ANA KaX4oro TepMUHanNa, MOLWHOCTM nepeaaTymka,
KOHTpOInpyeT 3apaa 6aTtapen KOHEYHbIX YCTPOMCTB, WndpyeT AaHHbIE U T.N.;

KoHTponb paaunocetn BKAOYaeT YHKLMM MOHUTOPUHIA, CcOOpa CTAaTUCTUKU U
aBapMNHOro MHGOPMMNPOBAHUS;

MapuwpyTtusauma. Kaxapli nakeT gaHHbIX, OTNPaBAAEMbIA aBOHEHTCKMM TEPMUHAIOM,
MMeeT B CBOEM COCTaBe YHWUKANbHbIN naeHTMdMKaTop DevAddr, a Ha ceTeBOM cepBepe XpaHUTCA
3anucb o cootseTctBuM DevAddr u URL cepBepa npunorKeHwid, KoTopomy npegHa3HavyeHa
MHPOPMaUMA OT TepmMHana (AatymMka). Ha oCHOBaHMM 3TOro COOTBETCTBUA CETEBOW CepBep
BbIMO/IHAET MapLUIPyTU3aLMIO MNaKeTa A0 CepBepa MNPWUIOXKEHWUN, rae MPOUCXOLUT  €ro
OanbHenwan 06paboTKa NPUIOKEHUEM KNMNEHT];
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CepBep NPUJIOKEHUH

Mnatdopma, npomsBogaiLaa ob6paboTKy AaHHbIX, MOAYYaEMbIX OT U HanpaBaAAeMbIX K
ycTpoicteam. [omumo paboTbl C AaHHbIMK, CepPBEP MNPUIOXKEHMA MOXeT YnpasBaATb
TEPMWUHANIAMU C YPOBHA NPUNOXKEHUA (Hanpumep, NepeBoaAuTb MX B PeXMm paboTbl Apyroro
Knacca, ynpaBiAaTb onuueni aganTMBHOW nNepeaaynm AaHHbIX, MyabTUKacta u T.n.). Cepsep
NPUNOXKEHNI MOXET HaxoAUTbCA Ha TepPPUTOPUM onepaTopa, Ha TEPPUTOPUN KIMUEHTA UK B
OZIHOM M3 «06N1aUYHbIX» CEPBUCOB.

13
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XapaKTepHCTUKHU NPOAYKTa

ERNet Enterprise coBmectum co ctaHaapTamm LoORaWAN® 1.0.x u 1.1 n noaaepkmsaet
cnegytowme ceteBble ONuUUK:

J YcTpouncTea Knacca A

o YcTpoicTea Knacca B

o YcTponcTea Knacca C

. AKTMBaUMA nyTem nepcoHanmnsaumum (ABP)

J AKkTnBauma «no sosayxy» (OTAA)

o AfanTMBHOE M3MeHeHKne ckopocTu nepegayn (ADR)
o MaccuBHbLIN POYMUHT

ERNet Enterprise obecneynsaer:

e ob6cnyxmnBaHue o 100 6a30BbIX CTaHUMIA *;
e 10 10 000 gaT4MKOB (OKOHEYHbIX YCTPOMUCTB) *;

e rapaHTUpPOBaHHY 06paboTKy LoORaWAN-coobLeHnn Npn MHTEHCUBHOCTU A0
50 000 coobuieHni B cyTKn *;

® BO3MOMHOCTb Pa3BOPaAYMBAHUA U GYHKLMOHUPOBAHMA B M3 KnuneHTa.

* - orpaHMyYeHbl cepBepHbIMK pecypcammn, BO3MOXKHO yBeIMYeHME MO 3anpocy

14
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CucreMHbIEe TPE6OBAHUA

Huke nepeuncneHbl MMHUMasbHbIE CUCTEMHbIE TPebOoBaHUA 419 COOTBETCTBUA 3aABIEHHbIM
XapaKTepUCTUKaM:

e Virtual Private Server or Physical Server
64 bit architecture
e 2 CPU or Dual Core CPU (or higher), 2700MHz
e 8GBRAM
e 2x256 GBSSD
e Gigabit Ethernet
e Ubuntu 20.04.1 LTS (Focal Fossa)

15
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ApXUTeKTypa pelieHus
ApXUTEKTypa peLlueHnsa COOTBETCTBYET CAeAYIOWMM NPUHLUMNAM:

OTKpBITOCTH
BO3MOXHOCTb 3ameHbl /0H6Oro anemeHTa cuctembl 6e3 nepecmoTpa CUCTEMHOM
APXUTEKTYPbI;

MoaudunypyemMoctb
BO3MOXHOCTb  M3MEHEHMA aNropuTmoB pPaboTbl CUCTEMbI MyTEM M3MEHEHUA
KOHPUIYpPaLMOHHbIX AAHHbIX;

MacmTabupyemMocCcThb

Bo3MOXHOCTb HapalwiMBaTb pecypcbl CMCTEMbl C NPOMOPLMOHANbHLIM MOBbILIEHUEM
NPOU3BOAMTENBHOCTK, TakMM 0Opasom, 4YTO NpM 3TOM He BO3HWKaeT HeobxoAMmocTu
MOAEPHMU3aUMN NPOrpamMHOro obecnevyeHMa CUCTeMbl WAU  MNPOBEAEHMA CTPYKTYPHbIX
M3MEHEeHUI CUcTeMbl;

MoayibHOCTB
BO3MOXHOCTb pa3geneHna CUCTEMHOM apXUTEKTYPbl Ha HECKO/IbKO Moaynen;

HajgexxHocCThb

BO3MOHOCTb CUCTEMbI COXPAHATb BO BPEMEHM B YCTAaHOB/IEHHbIX Npeaenax 3HayeHus
BCEX MApPaMETPOB, XapPaKTEPU3YHOLMX CNOCOOHOCTb BbINONAHATL Tpebyemble ¢GYHKUMKM B
3a4aHHbIX peXnumax 1 ycnoBmax NPUMeHeHUs;

Pe3epBupoBaHue
Bo3amoxHoCTb cuctembl ay6avMpoBaTb (PYHKLMOHAN COCTABHbIX YacTel CUCTeMbl WU
OMnepaTUBHOro aBTOMATUYECKOTO NepekIoYeHNA C HencnpasHbIX Ha paboune;

JAMarHocTupyemMocThb
BO3MOXHOCTb ONepaTUBHOrO HaXOXAEHNA HEUCNPABHOM YacTN CUCTEMDI;

be3onacHOCTh

CooTBETCTBME  COBPEMEHHbIM TpebOBaHMAM  KOPNOPATUBHON  MHGOOPMALMOHHOM
6e3o0nacHOCTH;  3aWMLEHHOCTb  KOMMOHEHTOB  CUCTEMbl  OT  3/I0YMbIWJIEHHUKOB U
HeKkBanMdUUMPOBaHHbIX NONb30BaTENEN.
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OCHOBHOM (PYHKIMOHAJI

ba3oBble CTaHIIUU

YHpaBJIeHI/Ie 6a30BBIMH CTaHIUAMH

JobasneHue wno3o8 npounssogutca no ID, cepuiitHoMy Homepy 1 npodunto (Bce nona
0653aTeNIbHbl K 3aMo/HeHuto). [o6aBnsaTb M yAanaTb WAO3bl MOXKET TONbKO MOJIb30BaTENb C
npaBaMu agMMHUCTPaTopa 6a30BbIX CTaHUMM (LW10308).

OTobparkeHue W/30B B MHTEpdENCE BbINOJIHAETCS CMUCKOM (B TabMYHOM BUAE) U Ha
KapTe. B cnncke oTobparkatoTca cneayowme ctonbupl: uma, ID, cTaTyc NOAKNOMEHUSA WAO3a K
nnatpopme.

Mpw 0TO6parkeHUM W/O30B Ha KapTe LLBETOM BblAENATCA WAK03bI CO CTaTycoM opdnaiiH
M Te, N0 KOTOPbIM €CTb aBapuMm.

Mo Kaxkpomy Bbl6paHHOMy B Ta61w|u,e WN Ha KapTe WAK3y eCTb BO3MOXHOCTb OTKPbITb
KapTO4YRY U MEHIO aAMUHUCTPUPOBAHNA LWNO3a.

KapTouyka 6a30BOM CTaHLMU

MpY OTKPbITUM OCHOBHbIM OKHOM 6yaeT pasgen AuMarHoCTUKM. [aHHble Ans
pefaKTUPOBaHMA AOCTYMHbl MONb30BaTENSAM C COOTBETCTBYIOLWMMM MNpPaBaMu, OCTaNbHbIM
No/b30BaTeNSAM B PEXUME TONbKO ANA YTEHUSA.

Mons, cBA3aHHbIE C WA30M (3anonHAemasn YacTb, pegakTupyemble nons)

e  UNma (YHMKanbHoe. MpKn co34aHNM NPOBOANTCA NPOBEPKA HA YHUKANbHOCTD.
Mcnonb3yeTca Kak ID Ha nnatdopme);

e Apnpec yCTaHOBKM;

o WNHPopmauyms;

e |ID (HensmeHsiemblin);

e CepuiiHbIN HOMEp (HeM3MeHsEeMbIN);

e [lpodunb WwWnto3a (HeM3meHsembln).

DaHHble, nonyyaemble ¢ 6a30B0M CTaHLUM

9TM paHHble cobupatoTca ¢ 6a3oBoM cTaHUMM U NaaTdopmbl. Mo YMONYAHUIO KaXKabli
N3MepAeMblit NMoKasaTeNb OTOBpaXKaeTca Kak CPeAHWMM 3a Yac WKW Ha TEKYLMN MOMEHT (Ha
MOMEHT NOCNeAHEro onpoca), eCnu s napameTpa ecTb TaKas TEXHUYECKAA BO3MOXKHOCTb.

Cucrema:
e 3arpyska CPU % (C uctopueit 3a Hegento no yacam)
e 3arpyska RAM % (C uctopueli 3a Hegento no Yacam)
e Cratyc GNSS (c nocnegHMMM NONYYEHHbIMU KOOPANHATaMM 6a30BOM CTaHLMN)
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e CraTyc BPEMEHHOW CUHXPOHU3aUMK (1nbo Bpemsa nocsiegHen CUHXPOHM3aUMKn, nmbo
coobLeHne o0 noTepe CUHXPOHU3ALMM NPU OTCYTCTBUMN AaHHbIX B TeYEHMeE Nepunoaa t)
n TMN cMHXpoHM3auum (GNSS, NTP, Local)

e Uptime
e BepcuallO
LoRaWAN:

e (Cratyc paguoTpakTa (Started/Stopped)
Backhaul:

B 31Ol YacTn oTobBparkatoTca AaHHbIE NO KaHany NoAakaodYeHMsa 6a30BON CTaHLMU: CTATYChbl,
M aKTyaNbHble NOKa3aTenu.

e CraTtyc n TMn coeanHeHus c nnatpopmoit (Ethernet nnm cotosbii moaem)

e [InnTenbHOCTb TEKYLLEN ceccum

e 3a4ep’KKM M NPOLLEHT NOTEPb B KaHane

o CpeaHsa M MaKCMManbHas CKOPOCTb

e Konuuectso Tpaduka

AZMUHHUCTPpUPOBaHUE

3Ta BKNaZKa AOCTyNHa TONbKO NO/Mb30BaTENAM C NpPaBaMn agMWHUCTPATOPA LWIIO30B.
OHa coaepKnUT cneaytowme 3NeMeHTbl yNpaBaeHUs:
e [lepesarpyska LWnto3a
e BkatoyeHMe / BbIKNOYEHME PAAMOTPAKTa

IIpodunin mI030B

Pasgen obwmit ana sceit nnaTopmbl U AOCTyNEH ToNbKo nonb3oBaTento Global Admin.
3aecb 3a4at0TCA YHUKaAbHbIe Npodunm obopya0BaHMA, KOTOPbIe BbIOMPAOTCA U3 MMEOLWEerocs
CnNucKa npu gobaBneHuM wWNo3a B opraHusaunto. MNapameTpbl NOArpy»KatoTca U3 npoduna u
NPUBA3bIBAIOTCA K KOHKPETHOMY LUNHO3Y.

Mona npoduna:

e [lpoussogutenn

e Mogenb

e OnwucaHune

e KoHdurypaumnsa aHTeHH
e Hannume GNSS

e Buabl backhaul
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AGOHEHTCKHe yCTPOoMCTBa

AJMMHHUCTPUPOBaHUE YCTPONCTB

Mpu pobasneHnn HoBoro ycTpolicTea Ha niatpopmy ERNet Enterprise HeobxoamMmo ykasaTb
cneayrolme napameTpbl:

e /msa ycTponicTsa

e OnucaHue ycTpolicTBa

e Wcnonb3yembiii npodunb ycTpoincts (ganee Device Profile)

e Mopgenb ycTponcTea (40NoNHUTENbHOE NOME, UCNO/Ib3YEMOE B Aa/IbHENLIEM A5
COPTUPOBKN/DPUNBLTPOB)

e Twun aktmMBaumm yctpoictea (ABP/OTAA)

e DevEUI

e AppEUI

e AppKey

e DevAddr*

e AppSKey*

o NwkSKey*

e Mcnonb3yembiii Service Profile

*Nna ABP-aktuBauum

Mnatdopma nopaepkuBaeT PyHKUMOHaAN [06ABNEHUA KaK €QUMHUYHOMO YCTPOMCTBA C
yKasaHMeM NapaMeTpoB M 3HAYEHWI, NPUBEAEHHbIX Bbille, TaK W MaccoBoe pobasneHue
YCTPOMCTB NpPU MNOMOLLM 3arpyxaemoro Ha nnatbopmy csv danna wumnoprta. Takxe
nogAepKMBaeTCA MacCoOBOEe yAaneHue yCTpoMcTB Yyepes dpann. dopmat dpannos npuseseH B
OOKYMEHTe No yCTaHOBKe M aKkcnayaTauum nnatdopmbl ERNet Enterprise

OToGpakeHue YCTPOICTB

MNoapepkmnBaeTca ABa BapmMaHTa 0TOOparKeHNA abOHEHTCKUX YCTPOICTB:

1. C npmBAsKoli K reorpadpuyeckoir Kapte (ecnm y yCTpoMcTBa 3agaH agpec uau
KOOPAMHATbI) M OTOBPArKeEHMEM 3HaYKa MECTOMO/IOKEHMUA YCTPOMCTBA B COOTBETCTBUM
C aagpecom/KoopguHaTamu;

2. TabanyHbIn BUA, B KOTOpom npuBoaaTca: Mma yctpoinctea, Mpodunb ycTpoiicTsa,
YpoBeHb 3apsaaa batapen.

KapTouka ycTpoiicTBa

B KapTouKe ycTpoiicTBa OTOOPAXKEHbI:

e Mpodunb ycTpoincTea
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e /imsa ycTponcTtaa

e Tnn akTUBauumn

e DevEUI

e JoinEUI

e DevAdrr

o TeKyLKIA Kacc ycTpoiicTea

e [Mone ¢ 3aN0NHAEMOM aAMUHUCTPATUBHOWN MHPOPMaLMei

e KapTa c oTo6parkeHnem mMectonosoXeHna yCTPONCTBA (eCauM eCcTb) M NepevyHem
LUNHO30B, Yepes KoTopble YCTPocTBO paboTano nocneaHuii pas.

CeTeBan cTaTUCTMYECKAA MHPOPMALMA COAEPHKNT:

e Konnyecrso nakeTtos 3a nocneaHue 24 yaca (UL/DL)
o NlaTta n Bpema nocnegHero Uplink

¢ NlaTta n Bpemsa nocnegHero Downlink

e [laTa 1 Bpems nocneaHen ycnewHom permcrpaumnm

ApanTuBHaA CKOpOCTh nepegaydu JaHHbIX (ADR)

Ona obecneyeHns MaKCMManbHOM emMKoCcTM ceTu Ha nnatdopme ERNet Enterprise
peann3oBaH anropmut™m Bblbopa SF Ha ocHOBe OTHOLWEHMA curHan-wym (yposeHb SNR).

Pe:xxum Multicast

YcTpoiictBo Multicast — rpynna ycTpoWCTB, Ha KOTOPbIX A4O0NOAHUTENbHO NPONUCAH OANH
obwmin DevEULI.
Mnatdopma noagep:kmeaeT oTnpasKy Multicast — coobuieHMA Ha rpynny ycTpOMUCTB.
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[logk/I09eHUe cepBePOB NPUJIOKEHU I

Mnatpopma no3BoNsieT HaMNpaBuTb MNOTOK AaHHbIX OT  ycTpoicTs (uplink) B
Application Server no npotokony HTTP(s) ain6o MQTT (onunoHanbHo).

MpoTokon o6meHa npu uHterpauyum no HTTP(s):

MNMocne HanpaBneHWUA NOTOKa BO BHelLHWM Application Server 6yayT npuxoanTb METOA0M
POST JSON cnepytouiero cogeprkaHma:

{

"DevEUI_uplink":{
"Time":"2018-04-03T12:22:58.0+00:00",
"DevEUI":"343438357237630F",
"FPort":"2",

"FCntUp":"12",

"ADRbit":"1",

"MType":"2",
"payload_hex":"054ef00201",
"mic_hex":"4ce88152",
"LrrRSSI":"-53.000000",
"LrrSNR":"7.250000",
"SpFact":"7",
"Channel":"LC5",
"Lrrid":"000005A5",
"Late":"0",
"LrrLAT":"55.744122",
"LrrLON":"37.635124",
"CustomerlID":"1100000030",
"BatteryLevel":"109",
"BatteryTime":"2019-08-21T18:52:36.604+00:00",
"DevAddr":"699A1C0OD"
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OnuncaHune napameTpos npuHAToro JSON:

\ Time H BpemeHHaa meTKa nakerTa; ‘
\ DevEUI H YHuKanbHbln DevEUI KOHe4HOro ycTpoincTsa; \
FPort MopT, Yepes KoTopbIl BbINO NepeagaHo cooblleHne (3agaeTca NpoM3BoaUTENEM

YCTPOWCTBA);
\ FCntUp H CyeTumK Konmyectsa nepeaaHHbIX NaKeTos; \
\ ADRDbit H ®nar akTMBALMM peXMMa afanTaLnm CKOpoCTy; \
Tun nakeTa:
e 0-3anpoc npoueaypbl aKTUBALLMKN MO BO3AYXY,
e 1-ToaTs. npoueaypbl aKTMBALMM MO BO3AYXY,
e 2-Tepepnaya gaHHbIX 6e3 noaTs. "BBEpX",
MType e 3 -Tllepepaya gaHHbIX 6e3 noaTs. "BHM3",

e 4 -nepepaya AaHHbIX ¢ noaTs. "BBEpPX",
e 5-Tepepaya gaHHbIX C NOATB. "BHM3",
e 6-RFU,

e 7-[NnA4acTHbIX;

\ payload_hex H MonesHble AaHHble B 161 cMCTEME UCHUCTEHUS,

\ mic_hex H Kog, KOHTpOANA LenocTHocTU B 161 cucteme ucumcneHma B ascii popmare; \
LrTRSS NHAMKaTOp MOLWHOCTU NpUHATOro curHana (RSSI) npuHaToro coobueHna Ha
cTopoHe bC;
LrrSNR OTHOLWeHMe curHan/wym npuHaTtoro curHana (SNR) npuMHATOro coobuieHuns Ha
cTopoHe bC;
\ SpFact H KoaddpuumneHT pacwmpeHuns cnektpa - Spreading Factor; \
\ Channel H LoRa nornyeckmuii KaHan, UCNONb30BAHHbIV ANA Nepesayn coobweHns; \
\ Lrrid H BC ¢ yylumnm cooTHOLWEHMEM cUrHaN/LWym; \
CoobuwiaeT 6b11 11 NakeT nocTasneH B ovepeab BC.
Late e 0-—otnpasseH cpasy;
e 1-nocTaBneH B o4yepeap (B cnyyae nepeboes B KaHane cessu bC);
LrrLAT | Llupora BC;
LrllON | fonrota BC;
CustomerID H ID 3aKa3umnKa accoummMpoBaHHOro € akkayHTom B Device Manager;

BatteryLevel H YpoBeHb 3apaga 6atapeun, nepeaaHHbil B ReportDevStatus;

BatteryTime H

BpemeHHaa meTKa ypoBHA 3apaga batapeun, nepegaHHan B ReportDevStatus;

DevAddr

CeTeBOW agpec yCTpoOWCTBa A/1A aApecaLmm NakeToB Ha CETEBOM YPOBHE.
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API ni1atdopmbl

B kauectBse APl nnatdopmbl Mcnonb3yerca Swagger — GpeMMBOpPK Ansa cneymdpuKkaumm
RESTful API. OH no3BonsfeT WMHTEPAKTUBHO NPOCMATPMBaTh crneuuduKaumio MeToaoB U
OTNpaBAATb 3anpocbl Yepes SwaggerUl.
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Z[OHOJIHI/ITEJIbeIe TEXHOJIOTHYECKHE MOAYJIN l'lJIaT(l)Oprl

BbC (ba3oBble cTaHLMH)

Obecneunsaet agmuHucTpupoBaHme bC, noakntodueHusa K bC, paboTy ¢ XKypHanamu aBapunHbIX
coobueHnit, bopmmnpyeTt 1 oTobpaxkaeT cTaTUcTMKy no 6C, No3B0/IAET BbIMNOJHATD MOHUTOPUHT
cocTtosiHua BC, ynpasnseT ckaHMpoBaHMeEM paamnos3durpa, No3BOAET ONPeaeiaTb mectonosioxeHune 6C m
oTobparkatb ero Ha N'C;

YcTpoiicTrBa

ObecneunsaeT aAMUHUCTPUpPOBaHME OKOHEYHbIMW YCTPOMCTBAMM B pexkMmax akTnaaumm OTAA
n ABP, npenoctaBaseT CTaTUCTUKY, NO3BONAET ONpesensaTb MeCcToNo/I0XKeHne n oTobparkaTb ero Ha MMC,
onpeaensaet npodpuam mapLupyTmsaumm coobeHnn K Cepeepam NPUIOKEHUN;

CepBepa npujioKeHUA U NPOoPUIU MapIIPYTU3ALMU

MHCTDYMeHTbI obecneunsaloTt HaCTpOl)'IKy MapLlpyToB cnenoBaHuUA AaHHbIX, MPUHATDBIX OT
OKOHEeYHbIX YCTpOﬁCTB, BO BHELWIHWE CepBepa. OI'IDEAEHFIIOT d)opmaT nepegayvyn AaHHbIX U TEXHONOTUIO
MHTErpauun.

Kypuain LoRaWAN

MNHCTPpYMEHT N0o3BONAET KOHEYHOMY NONb30BaTeNt0 NAaTPopMbl NocpeaCcTBOM yA06HOro
rpapuyeckoro uHTepdeica npocmaTpuBaTb coobuleHMa ycTponcte LoRaWAN B peskume
peanbHOro BpeMeHu, M60 3a yKasaHHbIM nepuog,. Taxe NO3BONAET IKCMNOPTUPOBATL XKypHan
nctopmm coobeHunii B dan popmaTta csv.

NHTepdeic BKAOYaeT B cebs aBe ob61acTU: BEPXHAA YacTb - NOWMCKOBAasA NaHesNb W
OCHOBHas - OKHO ¢ uctopmeli UL n DL-coObLLEHNI YCTPOMCTB C OTOOpaKeHMemM MeTaZaHHbIX.

MeTagaHHble - UHGopMauua o6 ypoBHE PaaNOCUTHANG, KOIMYECTBE NPUHABLLME NAKeT
6a30BbIX CTAHLWI, pasMep NakeTa 1 Np. [leTasbHbI COCTaB MeTaAaHHbIX MPUBEAEH B OKYMEHTE
Mo ycTaHOBKe M 3KcnayaTaummn nnatoopmol ERNet Enterprise.

MuWHUMaNbHaA AIUTENbHOCTb XPaHEHWUA NCTOPUKN coobLieHui - 90 aAHEN.

CBoaHasa uHGOpMaL U
B nnatdopme peanusoBaHbl ABa Tuna rpaduyeckux naHenen (mawboppos): Ans
onepaTopa 1 s KAneHTa. B obonx nHTepdeincax MoxHO NpocMaTpmBaTh Caeayowme AaHHbIe:

o [paduK, oToOpaKatoWMii KONMYECTBO NPUHATBIX COODLLEHUI B MUHYTY;

e Tabnuuy u rpaduK, oTobparkarowme TEKYLLEE KON-BO YCTPOMUCTB U AUHAMUKY UX
N3MEeHeHuUs;

e Tabnuuy 1 rpaduk, oTobparkatolme TEKYLLEE KONMYECTBO 6A30BbIX CTAHUMN U UX
ANHAMUKY 3a nocnegHui mecsL, no KaTeropuam
"Bcero/nogkntoueH/oTkaodeH/HMKoraa He 6bin noakatouen";
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e [paduk c nHdopmaumenn o Konmyectse CoobLLEHUM B AEHb, C BO3SMOMKHOCTbIO
BblboOpa oTobparkeHma Tuna coobuweHua (JoinAccept, ConfirmedDataUp n 1.4.).

Mo Bcem Tabauuam u rpadmKam cyLLecTByeT BO3MOMKHOCTb BbIrPy3KM OTOOpaxKaemblix
AaHHbIX B dann popmaTa csv.

WHCTPpYMEHT JIOTUPOBAaHUS COOBITUI

NHCTpYMEHT NnpeaHa3HayeH 41A IOTMPOBAHUA NO/1b30BATE/IbCKUX AENCTBUIM HA
nnatpopme. Mo3BONAET COXPAHATb UCTOPUIO U3MEHEHUI NO CeAYOWMM CYLLHOCTAM
nnaTPopmbi:

- NONb30BaTENY;
- 6a30Bble CTaHUWY;
- OKOHEYHble YCTPOKCTBa.

NHCTpyMeHT GUKCUPYET AaTy U Bpema U3MEHEHMA C NPUBA3KON K naeHTUdUKaATOpyY
nosb3oBaTens AnAa cnefyolmx cobbiTnin: aobasneHune, yaaneHune, moaudukauma. Joctyn
BO3MOXEH TO/IbKO AN5 aAMUHUCTPATOPOB NAaTGopmbl.

[losib30BaTe/ I
Mo3sBonser ynpaBaATb NO0Z1b30BaTENAMU I'Il]aTCI)OprI, Ha3Ha4aTb PO/siIEBbIE MOAENN,;

IIpoBepka BC
Mo3BoaAET NOAYYUTb ONEPATMBHYIO MHGOPMALLIMKM O TeKyLem cocToaHum BC gna
HEaBTOPU30OBAHHbIX Ha nnaTd>opme ﬂOﬂbBOBaTeﬂeﬁ,‘

JxkcnopTt

ObecneunsaeT cbop cBOAHOMN MHbOpMauumn no Bcem 6C, OKOHEUYHbIM YCTPOMCTBAM U
Nonb30BaTENAM B NOC/EAYIOLLEN BbIFPY3KON B TEKCTOBLIN Gpann Ansa AanbHENLWEro aHaansa m
06paboTKky;

I'pynnsl paccbUIKH
Mo3BonseT GopmmpoBaTb U HacTpamBaTb rpynnbl ANa paccbliku Multicast-coobuieHui.
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