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IpunaTbIe COKpaleHUsI

A0OpeBunarypa Pacmudposka IlepeBon
Activation By
ABP Personalization AKTHUBaIIMS METOJIOM TIEPCOHATU3AIINH
ADR Adaptive Data Rate AJnlanTiBHasi CKOPOCTh Mepeaun
JTAHHBIX
AP Application programming [TporpammHsIil nHTEpQETic
interface TPUIIOKEHHS

AppKey Application Key [TocTOSTHHBII KOPHEBOW KITIOY

AppSKey Application Session Key CeCCHOHHBIN KITHOY MPHUII0KEHHSI
AS Application Server CepBep npuII0KeHUH

CP Connectivity Plan [l1an NoaKIIIOYEeHUS
CPU Central Processing Unit [{eHTpansHbIii IpoIeccop
Csv Comma-Separated Values Popwmat Tadmikt ¢ passeneHem
3aIATBIMA
DC Duty Cycle [TporneHT BPEMCHH 3aHATHA adupa
YCTPOHCTBOM
DevAddr Device Address Anpec ycTpoiicTBa
Device Extended Unique .

DevEUI ldentifier YHUKaIBHBIA UICHTU(DUKATOP JaTINKA
DL Downlink CooO1ieHue OT CeTH K YCTPOHCTBY
ESP Estimated Signal Power OreHOYHAast MOIHOCTh CUTHAJA

European Telecommunications EBporneiickuii HHCTHTYT TE€JIEKOM-
ETSI .
Standards Institute CTaHJAPTU3AIIH
—— [Tporpammupyemast moyib30BaTesIeM
FPGA Field-Programmable Gate Array BerTHbHAR MaTpHia (TLJIVIC)
GNSS Global Navigation Satellite ['moGanpHast CITyTHUKOBAs CUCTEMa
System nasuranuu (GPS u I'JIOHACC)
GUI Graphic User Interface I'paguieckuii nrepeiic
NI0JTb30BaTEIIS
ID Identifier Unentuduxarop




%) 3P TENEKOM

A0OpeBunarypa Pacmudposka IlepeBon
IME] International Mol:_)ile Equipment Mesx TyHapOIHBIH HICHTHU(PUKATOP
Identity 000py10BaHUsT MOOMIILHOU CBSI3U
IMSI International Mot_)ile Subscriber MexayHapoIHbINH HACHTUDHKATOD
Identity a0OHEeHTa MOOMIILHOU CBSI3U
loT Internet of Things WuTepHer Bemien
IP Internet Protocol Wureprer [TpoTokon
JoinEUI JoinServer EXt?r?ded Unique YHUKaBHBIA UACHTHPHKATOP Join-
Identifier cepBepa
JSON JavaScript Object Notation ?c?oﬁigfﬁe;; ﬂﬁgﬁg{
LoRaWAN Long Range Wide Area Network CeTb mabHEro ACHCTBUS
LPWAN Low Power Wide Area Network Cetb MaJIoif MOLTHOCTH
MAC Media Access Control KoHTposs mocTymna K Meana-ypoBHIO
NetID Network ldentifier UIEHTU(PHUKATOD CETH
NS Network Server CerteBoii cepBep
NTP Network Time Protocol CeTeBOl IPOTOKOJI  CHHXPOHU3AIHH
BHYTPCHHHX YacOB
NW Network Cetb
NwkSKey Network Session Key CeTeBol CECCHOHHBIH KITIOY
OTAA Over The Air Activation AKTuBaIus 1o paano (6ecrpoBoIHasN)
PER Packet Error Rate [TporieHT OMMOOYHBIX TAKETOB
RAM Random Access Memory OnepatuBHas NaMsATh
RF Radio Frequency Yacrora paguocurHaia
RSSI Receive(ljn?jii%g:lcl)rStrength WNupaukaTop ypoBHSI IPUHATOIO CUTana
SF Spreading Factor Koaddunument pacumpenus
SMP System Management Platform [Tnardopma ynpaBiaeHus cUCTEMON
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AOOpeBuatrypa Pacummdposka IlepeBoa
SNMP Simple Network Management [IpocToi MpOTOKOJI yIIPABIEHUS CETHIO
Protocol
SNR Signal to Noise Ratio OTHOILICHUI CUTHAII/TITYM
SSH Secure SHell [MpukiIaqHO# MTPOTOKON YIpaBICHUS
UDR Usage Detail Record 3anuch aeTaneii HCIoib30BaHMs
UL Uplink Coo0meHne oT yCTponcTBa K CETH
URL Universal Resource Locator Anpec pecypca B cetu Internet
VM Virtual Machine BuprtyansHas mammiaa
VPN Virtual Private Network BupryanpHas gacTHas CeTh
WiFi Wireless Fidelity Crangapt OeCIIpOBOIHOM CBS3H
WS Web Service WuTepHeT cepBHC
XML eXtensible Markup Language PaciupsieMblit I3bIK pa3MeTKH
BC bazoBas cranimsa
I1O [IporpammuoOe obecrieueHne
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OO01mme cBegeHus

Hacrosimuii TOKyMEHT ONMHUCBHIBaET MpOLENypy YCTaHOBKU (pa3BeprThiBanus) Ilmardopmsr
ERNet Enterprise Ha BbIIe]ICHHOM CepBepe.

JIOKyMEHT BBINIOJIHEH B BHUAE TEXHOJOTMYECKOM WHCTPYKIIMM M OPUEHTUPOBAH HA
CHEIUATTUCTOB CITYXOBbI SKCIUTyaTaIlM1 U TEXHUUECKOU MOJICPKKHU.

Tekymas cxema apxutekrypsl [lnardopmsr:

# ClickHouse redis Postgre SGL

docker

I
e

b R -
t Y
handyRusty network server application server
'i' nginx
--------------------- > 4‘--------------:
: Web-client/
mosquitto MQTT broker REST API

L O

Private LoRa Gateway

B cocras Ilnatdopmbl BXOAAT:

® KOMIIOHEHT ceTeBoro cepepa Application Server;
e KOMIIOHEHT ceTeBoro cepBepa Network Server;

e KOMIOHEHT ceTeBoro cepBepa HandyRusty;

e pcriomorarenbHbii komnoHeT CYBJI PostgreSQL;

e BcromorarenbHbii kommoHeT CYB/I Redis;
8
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e pcromorarenbhbiii kommnonetT CYB/I ClickHouse;
e BcromorarenbHblil kommoner MQTT Broker Mosquitto

PassepreiBanne [lnatrdopmel nmpousBoautTcs B KoHTeiHepax cpenacrBamu [1O Docker u
nakeTHoro menempkepa Docker Compose.

MuHnumanbHble CUCTEMHbIE TpeOoBaHus s pa3BepTbiBaHus [lnardopmsr:

e Virtual Private Server or Physical Server;

e 64 bit architecture;

e 2 CPU or Dual Core CPU (or higher), 2700MHz;
e 8GBRAM,;

e 512 GB SSD;

e Gigabit Ethernet;

e OC Ubuntu 20.04.1 LTS (Focal Fossa) uiu Bbitie
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YcTaHOBKA ONEPALMOHHON CUCTEMbI

1. Ckauatb odunmanbHeiii 00pa3 onepanronnoii cuctembr Ubuntu Server 20.04.5 (64-bit)
https://releases.ubuntu.com/20.04.5/ubuntu-20.04.5-live-server-amd64.iso

2. Ha ocHoBe ckauanHOro 00pa3a co3arh 3arpy3ounslii Hocutels (flash-drive, DVD)

3. 3arpy3uThCsi ¢ CO3aHHOTO HOCUTEIS U CIICIOBATh YKa3aHUSIM YCTAHOBIIHKA.

prvzeqaﬂue: 6Cce omansvl cyeHapus yYCmaHO6KU 6blNOJIHAIOMCA CO 3HAYEHUAMU no

YMOJIYAHURO.

Ha srane pasmeTku aucka, npu ucnonb3oBanuu LVM, oOpatuts BHUMaHue Ha pazMep LVM

volume group 1 OCHOBHOU MapTHUIINH:

new
[ “boot . G hnew

AVATLABLE DEV

USED DEWICES

[ ubunte :
, to bhe formatted as extd, moun

local d
new,
e shoot

Ilpumeuanue: 6 nawem cayuae pazmep LVM volume group u ocnoenoi napmuyuu

cosnadaem.
4. 3anoiHUTh Npodaiii monab30BaTeNs

Ilpumeuanue: 6 nauem cryuae nocie 3anOIHeHUs NPopail umen creoyIouwull GUO:

10
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The name it v when it ta to other comput

ernet

stk

s

[ Done

Ipumeyanue: naponwv ons ernet: ernet.

5. YcranoButs OpenSSH server:

[ Help 1

ure remote

Import ¥ ]
: import your from GitHub or Launchpad.

6. Ileperpy3uTh CUCTEMY IO 3aBEPIICHHUIO CIICHAPUS YCTAHOBKHU

11
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ommand
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IIpeaqHacTpoiika onepanMoOHHON CUCTEMbI

1. BoiiTu B cucreMy noJ nojb3oBaTesieM ernet

ernet login: _

2. OOHOBUTH peNr3 U 3aTPY3UTh MAKETHI, HEOOXOIUMBIE JIJIsl HCIIOIB30BAHUS PETTO3UTOPHS:

sudo apt-get update
sudo apt-get install \
ca-certificates \
curl \
gnupg \
lsb-release

[Tpu HeoOxoauMocTH — HACTPOUTH iptables/ufw

Ilpumeyanue: 0Ons KoppekmHou pabomwvl cep8uca HeoOX00UMO OCMABUMb OMKPLIMbIMU
nopmot 1883 u 80

3. Ho6aBurts opunmansaeii GPG key ansa Docker:

sudo mkdir -p /etc/apt/keyrings
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo
gpg —--dearmor -o /etc/apt/keyrings/docker.gpg

4. HactpouThb pemo3UTOPHIA:

echo \
"deb [arch=$ (dpkg —--print-architecture) signed-
by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/ubuntu \
$(lsb7release -cs) stable" | sudo tee

/etc/apt/sources.list.d/docker.list > /dev/null

5. VYcranosuts Docker:

sudo apt-get update
sudo apt-get install docker-ce docker-ce-cli containerd.io
docker-compose-plugin

6. Jlo6aButh momnp3oBarens ernet B rpymmy docker:

sudo usermod -aG docker ernet

13
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Ilpumeuanue: nocne 0obasnenus noarv3o8ameins He0OX00UMO NOBMOPHO BLINOJHUMb 6X00 8
cucmemy

7. Ckayath HEOOXOIUMBIC ISl pa0OTHI 0OpPa3HI:

docker pull clickhouse/clickhouse-server
docker pull eclipse-mosquitto

docker pull postgres:13

docker pull redis:6-alpine

14
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YcranoBka koMnoHeHToB Ilinargopmel

1. Ckagatp apxuB ¢ nucTpuOyTHBOoM IlnaTtdopmel B pabouyro nanky u pa3apXHBHPOBATh €T0

tar -xvf ernet.tar.gz

2. 3aiiTu B IUPEKTOPHIO, B KOTOpoi pacnonoxensl ¢aitn Docker Compose u 3amycTh ero:

cd ernet
docker compose up -d

[Tepeuensb 3amyckaeMbIX KOHTEHHEPOB:
e ernet-docker-handyrusty
e ernet-docker-application-server
e ernet-docker-network-server
e postgres
e redis
e clickhouse-server
e eclipse-mosquitto

3. IIpoBeputs, uTo Bce KOMIOHEHTHI T1aTdopmbl B cratyce UP.

docker ps

B nanke cfg xpansrcsa TunoBbie KOHGUTypaliOHHbBIE (ailiibl:
mosquito/mosquitto.conf:

allow anonymous false
password file /mosquitto/config/passwd
listener 1883

mosquito/passwd

mosquitto:$6$ub3wSKrfd+oaVyWNSyc9peqTzQHI8UJ7THO6LBs3me+4Zt7YBqo9On7
+TsgQONpahgbyZFx3iiLIA38r1i¥Yns9KjTB7su798008 mEO11lrQ==

handyrusty-tools.toml
[general]

15
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log level=2
[application-server]
as_id="application-server:8001"
[redis]
servers=|
"redis:6379",
]
password=""
database=0
cluster=false
master name=""
pool size=0
[clickhouse]
debug=false
host="clickhouse"
port=9000
database="iot flow"
username="default"
password=""
[gateway]
[gateway.backend]
type="mgtt"
[gateway.backend.mgtt]
server="mosquitto:1883"
username="mosquitto"
password="defaultpassword"

application-server.toml

[general]
log level=2
[postgresqgl]
dsn="postgres://ernet as:ernet as@postgres:5432/ernet as?sslmode=
disable"
[redis]
url="redis://redis:6379"
[application server.user authentication.ldap]
servers=["ldapserver:389"]
registration enabled=true
admin group="DnsAdmins"
admins only=false
[application server.integration]
enabled=1[]

[application server.api]
16
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public host="application-server:8001"
[application server.external api]
bind="0.0.0.0:8080"

jwt secret="verysecret"

[handyrusty service]
server="handyrusty:8010"

network-server.toml

[general]

log level=2

[postgresqgl]
dsn="postgres://ernet ns:ernet ns@postgres:5432/ernet ns?sslmode=

disable"

[redis]
url="redis://redis:6379"

[network server]

net id="000000"

[network server.band]

name="RU864"

[network server.network settings]
[network server.gateway.backend.mgtt]
server="tcp://mosquitto:1883"
username="mosquitto"
password="defaultpassword"

[Join server.default]
server="http://application-server:8003"

17
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baszoBas nacrpoiika Iliargopmsl

Co3nanue y4€éTHO 3anMcH AIMUHUCTPATOPA

1. ABTOpHM30BaTHCS CO CTAHIAPTHBIMH PEKBU3UTAMH I Bxona: admin/admin
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BS CHECKER

2. Tlepeiitu B pasmen «All Users» u co3garb HOBOrO IOJIB30BAaTENs, Ha)KaB KHOIKY

«CREATE»
= ) 9P-TENEKOM

Users

Email

testuser1@ertelecom.ru
admin@erth.dev
y.belyaev@Ilartech
paraguay.demo@mail.ru
des9695@test.com
fancar@test.user
it.service@ambiot.io

asanchez@nubeprint.com

Xh > fE L) F il DIl >

HoBoro noap3o0Barens HCO6XOI[I/IMO CO31aTh C IpaBaMHn I'mobGanbHOrO AIMUHUCTPATOPA U

Name -

11

ADMIN SUPER
Belyaev Yuri
Demo Paraguay

des969 desS69

fancar@test.user
fancar@test.user
IT Service
Sanchez Navarro
Antonio

temniniser

6e3 noMeHHo aBTOopHu3anuun AD

18

Q, Search...

Company

1

ERTH

LarTech
LarTech_Paraguay
des9695@test.com
R&D

Ambiot

000 "Komyc"

e aleksandr.dolgov@domru.ru

> + CREATE

Job
position

software
engineer

Orgs

N oo =

iy

;1
g

A Y NN N NN
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Permissions
Is active

Is global admin

[] ADauth

CREATE USER

3. ABTOpH30BATHCS O] HOBBIM TIOJIK30BATENIEM CJIENIaTh CTAHAAPTHOTO ToJik3oBarests admin
HEaKTHBHBIM (CHATH (piar IS active)

Permissions

[] Isactive
Is global admin

[[] ADauth

UPDATE USER

Co3nanue «Frequency plan»

1. Tlepeiitu B pa3aen «Frequency plans» u 100aBUTh UCIOIB3YEMbIH YaCTOTHBIN TUIaH,
Ha)xaB KHONKY «ADD»

’3 IP TEJIEKOM Q, Search... e aleksandr.dolgov@dom
f Alencg plans —>>» + ADD
o
o
@
—_ Name Server
=
E] AU9S15 localhost:8007
o EU8BES localhost:8002
L1
Q~ RU8B64 localhost:8000

19
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2. B aapecHoii CTpoke HYKHO YKa3blBaTh MoJjiydeHHbIH panee ContainerlD cepsuca
NetworkServer, u mopt 8000. Cm.tipumep:

Network-servers / Add

GENERAL GATEWAY DISCOVERY TLS CERTIFICATES

Frequency plan name *
RUSE4

A name to Identify the frequency plan.

MNetwork-server server ”
5c7t58b230bb:8000

The 'hostname:port’ of the network-server, e.g. 'localhost:2000°

ADD NETWORK-SERVER

Oo6cayxuBanue Ilnargopmbl

BoinmosiHeHVe 00OHOBJICHUSA

1. Ckauarp ¢aitn ¢ OOHOBIEHMAMHU IJIATPOPMBI B M pa3apXMBHPOBATH €ro B pabouyro
JTUPEKTOPHIO IIIATHOPMBI

tar -xvf ernet update 20221019.tar.gz

2. 3ammyCTUTh CKPUIIT

update 20221019/update.sh

Ilo 3aBepuieHHIO BBINOJIHEHUS CKpUNTa OyAyT OOHOBIEHbI OuHapHBIE (aliabl U
nepe3amnyleHbl KOHTEHHEPHI ¢ COOTBETCTBYIOIIMMHU CEPBUCAMHU

20
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BroInoJiHeHNe pe3epBHOI0 KONMMPOBAHUS

1. 3BamyctuTh ckpunt co3manus backup-daitioB u3 paboueit manku ¢ AUCTPHUOYTUBOM
[Tnardopmsr:

. /backup

2. Tlpu HeoOxomumocTH BhimoHeHUs1 backup oauoit n3 BJI, yka3atk cOOTBETCTBYIOIIHIA
apryment: redis, psql, clickhouse. Hanpumep:

./backup redis

[MTo ymom4anwuio, (aiiiibl ¢ pe3epBHBIMU KOMUSIMU co3/1atoTcs B nanke /backup/

BoccraHoB/ieHMe U3 pe3epBHO KONMHU

1. Y6eautbcs, yto Tpebyemblit hain c pesepBHOM Konuen nexuT B nanke backup:
$ 1s -lah /backup

total 12K
drwxrwxrwx 2 root root 4.0K Dec 2 12:4¢06
drwxr-xr-x 25 root root 4.0K Nov 21 12:48

-rw-r—--r—-—- 1 root root 558 Nov 21 12:54 dump-
2022 11 21 12 54 PM.rdb
. 54 PM.sql

2. 3amyCTUTh CKPUNT BOCCTAHOBJICHHMSI PE3EPBHOM KOMHMM W3 paldodel Mamkud ¢
auctpuOyTuBoM IlmatdopMel ¢ ykazaHHEeM COOTBETCTBYIOIIEro aprymenrta (redis,

psql, clickhouse) u umenwu (aiina pe3epBHOI KOMHK:
. /backup redis dump-2022 11 21 12 54 PM.rdb

ITo ymouanwuro, (haitiiel ¢ pe3epBHBIMU KOIUSAMH XpaHsaTcs B mamnke /backup/

21



%) 3P TENEKOM

Mounurtopunr Ilnargopmsl u cetn BC

CxeMa MOHHUTOPHHTA MPEIoIaracT KOHTPOJIb cocTosiHus [lnaTtdopmsl u ctaryca
MOJIKITFOUEHHBIX 0a30BbIX cTaHuui nocpeactsam APl TTnardopmer.
[lepeuenr pexoMeH10BaHHBIX MeTO10B APl 115 opranusanuy cucteMbl MOHUTOPHHTA!

Metoa API Onucanue
https://{HOST.DNS}/api/applications IIpoBepka craTyca pabOTOCTIOCOOHOCTH
API

https://{HOST.DNS}/api/handy-rusty/current-state | I[TonyueHne BpeMeHH MOCIEAHETO
IMPUHATOTO NMAKETA TaHHBIX

https://{HOST.DNS}/api/monitoring/gateways IMonyuenwue crucka Bcex BC Ha cepBepe
C UX aKTyaJIbHBIM CTaTyCOM
https://{HOST.DNS}/api/gateways/{id} [TonyueHue paciImpeHHOR

nHpopmaru mo KoHkpetHoi bC

BapuaHT cXeMbl MOHUTOPHHTA C HCIOJIb30BaHKeM Zabbix

Zabbix arenT, HTTP 1 APl 3anpochil

o
ra

Enterprise

Python ckpunT onpoca
cratycoB BEC yepes API

-

YBegomneHua o Tpurrepax B
rpynny Telegram 4yepes 6oTa

Telegram

22



